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Executive summary: Recent developments highlight the growing intersection of research security with Al, critical

infrastructure, international collaboration, and cyber threats. In Canada, focus areas include sovereign Al, defence

technologies, commercialization, surveillance risks, and funding pressures. Globally, trends point to evolving cyber-

espionage, data misuse, spyware proliferation, and scrutiny of foreign affiliations, reinforcing the importance of

secure, resilient research systems and partnerships.

Key

Points:

Sovereign Al partnerships and strategic positioning: Canadian Al firm Cohere is merging with Germany’s Aleph
Alpha to form a transatlantic company focused on sovereign Al tailored to national and regulatory requirements,
particularly for regulated sectors.

What this means: Sovereign Al initiatives emphasize jurisdictional control, regulatory alignment, and secure
deployment of advanced technologies.

Defence-linked technologies and infrastructure security: Demand for subsea technologies is increasing as
geopolitical tensions expose vulnerabilities in underwater infrastructure. Canadian firm Kraken Robotics
supports defence and infrastructure monitoring through seabed mapping and imaging.

What this means: Technologies tied to defence and critical infrastructure carry heightened sensitivity due to
dual-use applications and strategic relevance.

Research commercialization and innovation ecosystems: The University of Toronto has launched Biolabs, a
major life sciences incubator supporting early-stage biotech through shared infrastructure and partnerships.
What this means: Commercialization environments introduce considerations around IP protection,
partnerships, and secure transfer of research outputs.

Surveillance risks and connected technologies: Concerns have been raised that foreign-manufactured electric
vehicles could function as data collection platforms due to embedded sensors and connectivity.

What this means: Advanced sensing technologies increase exposure to data collection and surveillance risks,
requiring awareness of data flows and jurisdictional access.

Funding pressures and research capacity: Declining government funding for Canadian universities is raising
concerns about impacts on research capacity and long-term competitiveness.

What this means: Funding constraints may influence institutional capacity, partnership decisions, and the ability
to maintain secure research environments.

International collaboration and advanced research: Canadian researchers are advancing Al-enabled agritech
through collaborations with partners in Taiwan and South Korea.

What this means: International collaborations in advanced technologies require consideration of data sharing,
IP, and alignment with institutional risk frameworks.

Cyber-espionage and evolving threat methods: Five Eyes agencies report China-linked actors using networks of
compromised devices to conduct covert cyber-espionage against Western organizations and infrastructure.

10f2




What this means: Evolving cyber tactics highlight the importance of system resilience, monitoring, and
awareness of indirect attack vectors.
e Rising cyber threats in the education sector: Cyber-attacks against universities have increased significantly,
including ransomware, data breaches, and nation-state targeting of high-value research.
What this means: Open research environments remain attractive targets, reinforcing the need for strengthened
cybersecurity and institutional awareness.
e Sensitive data misuse and governance gaps: Medical data from UK Biobank was misused following legitimate
access, rather than through a direct breach.
What this means: Data governance frameworks must address lifecycle risks, including downstream use and
contractual compliance.
Strategic technology alliances and global competition: Vietham and South Korea have expanded cooperation
in technology, innovation, and nuclear energy.
What this means: Technology alliances reflect shifting innovation networks and raise considerations related to
knowledge transfer and geopolitical alignment.
Personnel-related security considerations: Investigations into deaths and disappearances of individuals linked
to sensitive U.S. research have raised national security concerns, though no confirmed connections exist.
What this means: Such developments contribute to broader awareness of personnel-related risks in sensitive
research environments.
Al-enabled screening and foreign influence: The Pentagon plans to use Al to screen military-funded professors
and research awards for undisclosed foreign affiliations.
What this means: Automated tools may support risk identification but require balanced integration with human
oversight.
Telecommunications exploitation and covert surveillance: A Citizen Lab report highlights exploitation of
telecom infrastructure for long-term surveillance through signaling protocols and network-level access.
What this means: Structural vulnerabilities in communication systems present risks to data confidentiality and
secure communications.
Global proliferation of spyware: Commercial spyware is now accessible to approximately 100 countries,
increasing risks to individuals and organizations.
What this means: The widespread availability of surveillance tools reflects an evolving threat landscape
affecting data and communications security.
Physical security and sensitive infrastructure awareness: A student was detained for photographing sensitive
U.S. military aircraft using technical tools.
What this means: This highlights the intersection of open information environments, physical access, and
awareness of security-sensitive assets.

Conclusion: The research environment continues to evolve alongside advances in Al, global collaboration, cyber
threats, and strategic competition. Research security is increasingly shaped by considerations related to data
governance, infrastructure protection, partnerships, and resilience, reinforcing the importance of maintaining
awareness while supporting responsible and secure research.
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