
 

 

Exam Security Protocol 

Preamble 

The security of all examinations at the University of Regina is a critical element of the exam life 

cycle that minimizes the risk of exam integrity being compromised.   This protocol is a 

recommendation of best practices related to exam security. 

Exam Development 

 Prior to the scheduled exam, only authorized University staff and faculty may have 

access to an exam. 

 Previous exams and exam questions should not be recycled. 

 Exams should be developed on University of Regina managed Evergreen computer or a 

computer that follows the following principles: 

o Password protected (dedicated user authentication) which only allows the author 

or owner of the exam file to access is required.  Generic, public, unauthenticated, 

or shared accounts must not be used. 

o Ensure that the device is fully patched with vendor’s software updates applied at 

all times.  This requires that the device software is currently supported by the 

vendor.  See: https://www.uregina.ca/is/security/resources/resource-updates.html 

o Updated anti-virus software is required for computers running Windows operating 

systems, and is recommended for all computers.  See: 

https://www.uregina.ca/is/security/resources/resource-antivirus.html 

Electronic Storage 

 The preferred electronic storage of exams, marking keys, or answer keys is a University 

of Regina network drive. 

 Whenever possible, exam documents, marking keys, or answers keys stored on a USB 

stick, should be password protected or encrypted. This can be accomplished by using 

hardware encrypted USB storage, hardware vendor provided encryption software, or by 

utilizing VeraCrypt software to encrypt a container on your USB Stick.  See 

https://www.uregina.ca/is/security/resources/resource-encyption.html  

 Passwords utilized for accounts and files should follow the University of Regina’s 

password guidelines (https://www.uregina.ca/is/security/resources/resource-

password.html). 

 Student employees (student assistants, teaching assistants, research assistants, etc.) 

should never have access to the same network drive where exam materials are stored.  

Each user has personal network drive space (I:) which should be utilized to limit access.  

See https://www.uregina.ca/is/infrastructure/network/network-drives-storage.html. 
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https://www.uregina.ca/is/infrastructure/network/network-drives-storage.html


Sharing and Transmission of Electronic Exam Files 

 Electronic collaboration in the development of an exam should be done on a supported 

and secure file sharing platform (Novell FILR) or on a University of Regina network drive.  

External, consumer file services such as Dropbox, Google Drive, etc. should not be 

utilized for exams as these services provide no internal ability to recover files from 

backup or provide no internal auditability in case of an information security incident. 

See: https://www.uregina.ca/is/infrastructure/network/FILR/UofRWhyUseFILR.html 

 The preferred method of electronic exchange (from faculty to Printing Services for 

example) of an exam is Novell FILR. 

 Exams or exam materials should never be emailed without encryption.  If emailing exam 

materials as an attachment, ensure the documents are password protected/encrypted 

and the password/encryption key is communicated to the recipient via separate 

communications channels.   

Physical Storage Before the Exam 

 The preferred physical storage of exams and answer keys is in locked file cabinets 

within a locked office. 

 Answer keys should never be kept in the same location as unwritten exams. 

 Keys to a locked file cabinets or locked offices should not be kept in desk drawers or in 

areas that facilitate access to locked locations. 

 Student employees (student assistants, teaching assistants, research assistants, etc.) 

should never have access to the locked locations where exam materials are being 

stored. 

 Where exams are stored on physical hardware devices such as a laptop, USB stick, etc., 

physical access must be restricted to these devices.  Following physical security 

guidelines are recommended as per: 

https://www.uregina.ca/is/security/resources/resource-physical.html 

 

Security During Printing 

 Printing of exams should be done in an area that is inaccessible to unauthorized staff 

members or students. 

 Exams should not be left unattended during the printing process. 

 When the print process is completed by Printing Services, exams will be wrapped in 

plain paper with a security seal. 

 Any copies made during the printing process that will not be used in the delivery of the 

exam must be shredded or placed into a confidential shredding bin. 

 If printing to a shared printer, confidential jobs should utilize a print release function 

where output is held until the authorized user is present to request and collect. 

 If printing to a non-managed network printer, ensure the printer is securely configured as 

per the Network, Scanner, Fax, and Multifuction Device (MFD) Security Standard 

located at: 

https://www.uregina.ca/is/security/assets/Standard_Network_Print_Device_Security.pdf 
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Security During Physical Delivery 

 The security seal should be checked prior to transporting exams.  Evidence of tampering 

should be reported to the faculty, federated college, or academic unit immediately. 

 Exams should never be left unattended during the physical delivery process. 

 On the receipt of physical delivery of exams the security seal should be checked.  

Evidence of tampering should be reported to the faculty, federated college, or academic 

unit immediately. 

 On the completion of the security seal check, exams should immediately be placed in 

physical storage in accordance with guidelines of the physical storage section of this 

document. 

 Exams that are being sent to an off-site location should be sent to the site and returned 

to University via a trackable delivery service (Xpress Post, Courier, etc.). 

Security During an Exam 

 Exam candidates may not leave an exam room with exam materials in their possession. 

 Exam candidates should never be left alone in an exam room with exam materials. 

 Follow the Invigilation Guidelines (insert link) 

Physical and Electronic Storage After an Exam 

 The preferred physical storage of unmarked exams and marked exams is in a locked file 

cabinet within a locked office. 

 Keys to a locked file cabinets or locked offices should not be kept in desk drawers or in 

areas that facilitate access to locked locations. 

 When a student is permitted to review a final exam, it should be done in a supervised 

environment. 

 Only authorized student employees (student assistants, teaching assistants, research 

assistants, etc.) may have access to the locked locations where exam materials are 

being stored. 

 Graded final examination papers must be retained for a period of six months.   

Disposal of Examination Papers 

 Graded examination papers contain sensitive personal information and are to be 

disposed of by physical destruction in such a way that they cannot be retrieved or 

reconstructed. The preferred method of disposal is confidential shredding. 

 

Related Documents and Links: 

Ani-virus and Anti-malware information 

Document Encryption Processes 

Exam Invigilation Guide – Gyms Exams 

Exam Invigilation Guide – Classroom Exams 

Exam Incident Report Form 

Printing Services Request Form (select Products and then Secure Copies) 

https://www.uregina.ca/is/security/resources/resource-antivirus.html
https://www.uregina.ca/is/security/resources/resource-encryption-file.html
https://www.uregina.ca/student/registrar/assets/docs/pdf/exam-invigilator-guides/U%20of%20R%20Invigilators-Guide-Gyms.pdf
https://www.uregina.ca/student/registrar/assets/docs/pdf/exam-invigilator-guides/U%20of%20R%20Invigilator-Guide%20-%20Classroom.pdf
https://www.uregina.ca/student/registrar/assets/docs/pdf/forms/Exam%20Incident%20Report.pdf
https://ursource.uregina.ca/printing/index.html

